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Abstract  The maximum differential characteristic probability and maximum linear characteristic
probability are security indicators for differential cryptanalysis and linear cryptanalysis. Matsui’s
search algorithm is used to find the maximum differential characteristic probability and maximum
linear characteristic probability of DES. His algorithm first calculates the differential characteristic
and linear characteristic probabilities of S-boxes which are the minimum structure of DES, and then
introduces the differential characteristic and linear characteristic probabilities of an F' function. Fi-
nally, the algorithm expands the differential characteristic and linear characteristic probabilities into
an entire cipher algorithm. However, the differential characteristic and linear characteristic proba-
bilities which Matsui’s algorithm determines are calculated under the assumption that differential
characteristic and linear characteristic probabilities of 8 S-boxes for an F' function are independent
due to the complexity of these probabilities. However, the differential characteristic and linear char-
acteristic probabilities which Matsui’s algorithm determines are calculated under the assumption
that differential characteristic and linear characteristic probabilities of 8 S-boxes and that of an F
function are independent due to the complexity of these probabilities.

This paper describes an investigation of the maximum differential characteristic and maximum
linear characteristic probabilities using fewer assumptions for S-box independence than in differential
characteristic and linear characteristic probabilities of the F' function.

00 key words Maximum Differential Characteristic Probability, Maximum Linear Characteristic Prob-
ability, Search Algorithm, DES
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Procedure Round-1:

For each candidate for I'O1, do the fol-
lowing;:
> Let py = max [p} (TOy, TT)].
> If [p}, BEST,—1] < BEST,, then
try another candidate for I'O;.
> Call Procedure Round-2.

Let BEST, = BEST,,

Exit the program.

Procedure Round-2:

For each candidate for 'O, and I'ly, do
the following:
> Tet ph = |ph(TOs, T)).
> If [p},ph, BEST, 3] < BEST,,
then try another candidate for
T'Oy and I'l5.

> Call Procedure Round-3.

Return to the upper procedure.
Procedure Round-i (3<i<n—1):

For each candidate for I'Z;, do the follow-
ing:
> Let I'O; =T0O;,_o®T'I;_4.
> Let p} = |pi(T'O;, T'L;)|.

> If [pllvpévap'/uBESTn—Z] <
BEST,, then try another candi-
date for I'1;.

> Call Procedure Round-(i+1).

Return to the upper procedure.

Procedure Round-n:
Let 'O, =T0,_2s®TI'L,_1.
Let pj, = max |1, (FO,, TT)].

If [pl.ph,....p] > BEST,, then
BEST, = [p},ph,...,Dh].

Return to the upper procedure.
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